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avast! antivirus 5.0 represents the start of a new era of virus protection for Alwil
Software. avast! Internet Security is designed for Home users, small/home offices
and small businesses, while for larger users and businesses, we recommend our
centrally managed products, also available from the avast! website.

Based on the award-winning avast! antivirus engine, avast! Internet Security
incorporates anti-spyware technology, certified by West Coast Lab’s Checkmark
process, as well as anti-rootkit and strong self-protection capabilities, but now
provides even faster scanning with improved detection ability. Version 5.0 now also
comes with a completely redesigned user interface for easier scanning.

avast! Internet Security 5.0 additionally includes:

- provides additional protection against malicious scripts.
- allows you to run suspect
programs or browse high-risk websites in a completely safe environment.
- allows you to run scans even before your system has
started up.
- provides additional protection against hackers.
- gives you more control over your email.

Like all avast! antivirus 5.0 products, avast! Internet Security 5.0 is based on several
real-time shields which continuously monitor your email and internet connections and
check the files on your computer whenever they are opened or closed. Once installed,
avast! runs silently in the background to protect your computer against all forms of
known malware. If everything is ok, you won't even notice that avast! is running -
just install and forget!

This Quick Start Guide is intended to give just a brief overview of the program and its
main features. It is not an exhaustive user guide. For more detailed information about
the program and the detailed program settings, please refer to the Help Center which
can be accessed via the program interface, or just press the F1 key to see the help
for the currently displayed screen.

If you experience any difficulties with your avast! antivirus program, which you are
unable to resolve after reading this manual or the in-program help, you may find the
answer in the Support Center of our website at

In the section you can quickly find answers to some of the
most frequently asked questions

Alternatively, you can take advantage of the avast! Support Forums. Here
you can interact with other users of avast! who may have experienced the
same problem and may already have discovered the solution. You will need


http://support.avast.com/
http://support.avast.com/index.php?_m=knowledgebase&_a=view

avast! Internet Security 5.0 - Quick Start Guide

to register to use the forum but this is a very quick and simple process. To
register to use the forum, go to

If you are still unable to resolve your query, you can ” " to our support
team. Again, you will need to register to do this and when writing to us, please make
sure to include as much information as possible.

The following pages describe how to download and install avast! Internet Security
5.0 on your computer and how to start using the program once the download and
installation process has been completed. The program can be downloaded for a free
30-day trial period, after which a license key must be purchased. The screens shown
in the following pages are as they appear in Windows XP and may differ slightly in
other versions of Windows.

In order to run avast! Internet Security 5.0, it is necessary to have Windows 2000 or
later installed on your computer and at least 1T00MB of free hard disk space.

Please note that this product cannot be installed on a server operating system
(Windows NT/2000/2003 Servers).

It is strongly recommended that all other Windows programs are closed before
beginning the download.

Click on “Download” then “Download programs” and then select avast! Internet
Security.

If you are using Internet Explorer as your web browser, the box shown below will
then be presented:

File Download - Security Warning g]

Do you want to run or save this file?

Name: setup_ais.exe
Type: Application, 42.0 MB

From: download736.avast.com

[ Run ] [ Save ] [ Cancel

While files from the Intemet can be useful, this file type can
patentially harm your computer. |f you do not trust the source, do not
1un or save this software. What's the risk?

Clicking either “Run” or “Save” will start the download of the installation file to your
computer.


http://forum.avast.com/
http://support.avast.com/
http://www.avast.com/

avast! Internet Security 5.0 - Quick Start Guide

If you want avast! Internet Security 5.0 to be installed on your computer immediately
after the installation file has been downloaded, click “Run”.

In other web browsers, you may only have the option to “Save” the file. Clicking
“Save” will download the software to your computer but avast! will not be installed
at this time. To complete the installation process it will be necessary to run the
installation file so remember where it has been saved!

To install avast! Internet Security 5.0 on your computer, you need to run the
installation file. When you run the installation file (by clicking “Run” as described

above, or by double clicking the file saved on your computer) the following screen will
then be displayed:

Internet Explorer - Security Warning g|

Do you want to run this software?
Mame: avast! ankivirus
Publisher: ALWIL Software

More options Run ] | Don't Run |

o ‘while files From the Internet can be usefdl, this filz type can patentially harm
yaour computer, Only run software From publishers wou trust, What's the risk?

Clicking “Run” again will take you to the avast! Installation screen:

& avast! Internet Security Setup EHE|E|
avast! Installation

Flease select the language for this installation.

From the drop-down menu, select the required language for the installation, then click
Next to continue.

On the next screen, you can confirm whether or not you wish to participate in the
avast! community.
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The great strength of avast! is that the protection it provides is based on the
combined experience of over 100 million users around the world. Please help us to
continue to provide the best possible protection to all our users by participating in
the avast! community.

4 avast! Internet Security Setup

avast! Installation

Thank you for choosing avastl.

This pragram will install avast! on pour computer. The installation will take
Just & minute or bwo,

By clicking the Mext button, vou agres to the
User License Agreement

Installation options
Participate in the avast! community
By enabling thiz option, you are giving your conzent to

anonymaously forward certain security-related information to
avast! [on an az-needed basis).

Frivacy policy

=
=
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[] Custom installation

If you agree to participate, avast! will automatically collect information about new
threats as soon they are detected and send the information anonymously to Alwil
Software.

The only information collected will be information about new viruses and files that
show some kind of suspicious behavior. The information gathered will be analyzed
and may be used to improve the protection that avast! provides to all avast! users
around the globe.

All information will be sent to Alwil Software anonymously - no personal information
will be collected. If you do not wish to participate, simply uncheck the box and no
information will be sent.

For more information, please read the avast! privacy policy by clicking on the link
provided on the screen.

On this screen you can also choose to customize your installation, however, to
proceed with the standard installation (recommended) leave this box unchecked and
click Next. The final screen should confirm that your installation of avast! has been
successfully completed.

s}

Click “Finish” and you should see the above orange avast! icon on your desktop and
the orange avast! ball in your system tray (close to the clock) €V
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The program can be used free of charge for a 30-day trial period, however, if you
wish to continue to use the program after the trial period, it will be necessary to
purchase a license which must then be inserted into the program.

Licenses for avast! Internet Security can be purchased for 1, 2 or 3 years and for up
to 3, 5, or 10 computers in your home or on your small/home office network.

For larger networks and corporate users, we recommend our centrally managed
products which provide central administration of all the computers on the network.
More information about our centrally managed products can be found on our website,

To purchase a license, go to and click on “Purchase” at the top of
the screen. Then click on “Desktop solutions” and simply enter the number, type and
length of license that you want to buy.

After receiving your license file, you just need to double-click to open it and your
license will be inserted into your program automatically. Alternatively, save the file on
your computer, open the avast! interface and click on the Maintenance tab. Next click
on “Subscription” and then on “Insert license file”.

o,
@\ SCAN COMPUTER
L) SUBSCRIPTION STATUS: IN TRIAL MODE

v REALTIME SHIEIDS Purchase riow

Your trial period will expire in 25 days.

(6) FIREWALL

- ANTSPAM
& BLOCKERS

MAINTENANCE 2/8/2010 2:29:29 AM

Update Insert icense fle
Subscription

Virus Chest

Abaut avast!
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A new window will open in which you can browse your computer to locate your
license file.

®® . avast
< %

e SUMMARY

D
Q SCAN COMPUTER
~| « @ E-
0 Ao i 2 [ Documents and Settings
- (Edanrloads
gly Recert  |Z)program Files
ocuments
{0) FIREWALL @ (DwIrows
s [}
ANTSPAM Desktop
& BLOCKERS =
5 MAINTENANCE My Documents
My Computer
Avout aast L) mwe EIES
My Network  Files of type: [avast license files [* avastic) =l ﬂ
e I Gpen 25 readqarly

Once you have located it, double click on it and it will be automatically inserted into
the program.

If you have purchased a multi-license to protect several computers, you will need to
carry out the same process on each computer where avast! is installed e.g. by
forwarding the email with the license file attachment to each user, or by saving the
license file on a shared drive, USB stick etc.

Once the license is inserted, you can continue to receive automatic updates so that
you remain protected against the very latest threats.
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When you open the program’s main window, it will tell you the current security status
of your computer. Normally, the window should appear as shown below.

®e avast!
D HELP CENTER | | SETTINGS
W SUMMAI
% J) securep
ST atus — Show Details... ¥
Statistics
D
,@\ SCAN COMPUTER Running in trial mode.
Your protection against viruses and spyware will expire in 25 days.
v AR LCEME SHibios You need to pur: alicense to stay protected.
| ) Purchase a license now
(o) FIREWALL
ANTSPAM £ SILENT/GAMING MODE: OFF Tun on
&BLOCKERS
ill display on-screen message: I ol 1. Ho it
be displayed if a full-screen application is runnin Change settings
oxo MAINTENANCE

¢  NETWORK LOCK: OFF Tum on

Het imunication is currently enabled. To temporarily disabl
feature.

By clicking on “Show details” you can reveal more information about the current
status of the program and virus definitions.

As the name suggests, the real-time shields protect your computer against threats in
real time i.e. at the moment they are detected, so normally this should be “On”. If any
of the shields are turned off, the status will be shown as "Off”. To turn them back on
again, click “Turn On”.

The firewall monitors the communication between your computer and the outside
world to prevent unauthorized access. Normally this should be “On”.

This tells you the current version of your virus definitions. These are updated
automatically by default, however to check that you have the latest virus definitions,
click “Update” and then you can choose whether to update just the engine and virus
definitions, or the program as well.

This tells you the current version of your program. To ensure you have all the latest
updates, click on “Update”

Normally this should be “On”. This will ensure that your virus definitions are updated
automatically whenever you are connected to the internet. To turn this feature on or
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Off, click “Change”. It is recommended that the engine and definitions option is set to
“automatic update”.

If the main window appears as shown below, it means that your virus definitions may

not be up to date or one or more of your real-time shields may be turned off. You can
solve this by clicking on “Fix Now".

e | R serm

W) SUMMARY
W FIXNOW
Current Status St
stanistics
D Reakte shisids O on Turn on
Q SCAN COMPUTER
° Firewalt ]
Definitions auto updates )
REAL TME SHIELDS
Virus defintions version: ]
Program version: )
(©) rmewn
Expiration date <9
ANTSPAM
& Bl0CKERS
Running in trial mode.
oo womunc Yout protection against vises and spyware will xpie i 25 days
Tou need to purchase 3 icense to stay protested
— ] Purchase a icense now
L/ SILENT/GAMING MODE: OFF Tum on
Change settings
&J  NETWORKLOCK: OFF Turn on
Urgent: Mad Shiekd off (-]
arast has detected that your M Shield i turned off To ensure your email 1 protectad fum on the Mail
hietd now Turn on

“Unsecured” means all of your real-time shields are turned off. Use the “Fix Now”
button to turn them all on so that your computer is fully protected, or use the arrows
down the right side of the screen to turn on each of the shields individually.

e
®e avast!
Prevcenten | sermw
W SUMMARY UNSECURED
" A FIX NOW
Current status _ ? e Fir How | tart protect .
P
o ———— @ v
@ som cowmes
e Firewalt U on Tum on
swions s e @
o
<
( FIREWALL
<&
- ANTSPAM
abiotttns
Running in trial mode.
b riipe et
— ) Puschase a icense now
L SILENT/GAMING MODE: OFF Tum on
Changesetings
% NETWORK LOCK: OFF Tum on
Ungent Rk tme stk o °

Your avast! reak-time shields are currently dissbled.  For your computer to be properly prat:
shields must be running 3t all tmes

@ Your computer might be at ris
vastt Internat Securky 5 buned off

10
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From the main summary screen, you can also access the silent/gaming mode
settings. By default, the displayed status is “Off” but on-screen messages will not be
displayed if a full-screen application is running. By clicking on “Change settings”, you
can specify that on-screen messages will never be displayed (Silent Mode “On”) or
you can turn the silent/gaming mode off completely.

The network lock enables you to temporarily disable all network communication. This
can be useful if you are working with sensitive data and want to be certain that it
cannot be accessed by anyone else, or if you have any reason to believe that your
computer might be under attack from an external source. By turning on the netwaork
lock, your computer will be completely inaccessible to the rest of the network.

The real-time shields are the most important part of the program, as they are working
continuously to prevent your computer from becoming infected. They monitor all of your
computer's activity, checking all programs and files in real-time - i.e. at the moment a
program is started or whenever a file is opened or closed.

Normally, the real-time shields start working automatically whenever your computer is
started. The presence of the orange avast! icon in the bottom-right corner of your computer
screen tells you that the real-time shields are working. Any of the shields can be turned off
at any time, but this is not normally recommended as it may reduce the level of your
protection.

avast! antivirus 5.0 contains the following real-time shields:

- checks any programs at the moment they are started and other files at
the moment they are opened or closed. If anything suspicious is detected, the file system
shield will prevent the program from being started or the file from being opened to prevent
any damage being caused to your computer and data.

- checks incoming and outgoing email messages and will stop any messages
containing a possible virus infection from being accepted or sent.

- protects your computer from viruses while using the internet (browsing,
downloading files etc) and can also block access to infected web pages. If a virus is detected
while downloading a file from the internet, the download will be stopped to prevent the
infection from reaching your computer.

- checks files downloaded using common peer-to-peer (file sharing) programs.

- checks files downloaded by instant messaging or "chat" programs.

11
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- monitors all network activity and blocks any threats that are detected on
the network. It also blocks access to known malicious websites.

- monitors all activity on your computer and detects and blocks any
unusual activity that might indicate the presence of malware. It does this by continuously
monitoring your computer's entry points using special sensors to identify anything
suspicious.

avast! Internet Security 5.0 includes the following additional features which provide
greater flexibility and even stronger protection:

Scripts are programs that are normally used to control and operate legitimate
applications such as web browsers, but they are increasingly being used to spread
malware. Most threats now come from malicious scripts, often hidden inside hijacked
websites. The avast! script shield monitors all scripts that try to run on your
computer, whether the script is executed remotely e.g. while browsing the internet,
or locally by opening a file on your computer.

This is a completely new feature which allows you to browse the web or run another
application in a completely safe environment. This is especially useful when visiting
high-risk web sites, whether accidentally or deliberately, as the browser will be
completely contained within the sandbox, preventing any damage to your computer.

W FEALTMESHIELDS  Frocesses cumently minning virualizes

Process Frocess 10,
Fibe System Shiald
Ml shigia

=

I
& BLOCKERS

T —

Fun a virtuslaed pracess.

The sandbox can also be used to run any other applications which you think may be
suspect - you can run the program inside the sandbox to determine whether or not it
is safe while remaining completely protected against any malicious actions that it
may try to carry out.

12
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To run an application or to browse the web using the sandbox, just click on “Run a
virtualized process” then browse the files on your computer to find the required
application e.g. Internet Explorer. The browser or other application will then open in a
special window with a red border, indicating that it is being run inside the sandbox.
In the Expert Settings, you can further define applications that should always be run
in virtualized mode, and trusted applications that should never be virtualized.

You can also run an application in the sandbox without opening the avast! user
interface. Just right click on the application which will open the context menu bottom
left.

Open Open
Run as... Run as...
Ly Run virkualized iy Run outside sandbo:
|l Always run in sandboz: i) Alweays run outside sandbo
() Scan AwvastUL exe () Scan AwvastUL exe
Send To » Send To r
Cuk Cuk
Copy Copy
Paste Paste
Create Sharkouk Create Sharkouk
Delete Delete
F.ename F.ename
Propetties Propetties

To run the application inside the sandbox, select “Run virtualized” and the application
will start inside a window with a red border. To ensure the application runs inside the
sandbox every time it is started, select “Always run in sandbox”.

Right-clicking on an application that is already inside the sandbox will open the
context menu above right. The application can then be run one time outside the
sandbox, or it can be moved out of the sandbox completely so that it will be run in
the normal environment every time it is started.

The command-line scanner enables you to manually run a scan of your computer
without starting the avast! interface and even before your operating system has
started. The command-line scanner uses the same avast! scanning engine to detect
potential malware infections so the results are exactly the same as running a scan via
the normal program interface. The avast! command-line scanner, ashCmd.exe, is
normally installed in the directory C:\Program Files\Alwil Software\avast5.

A scan is run from the command prompt using various switches and parameters. To
see a description of the parameters, locate the ashCmd file and double click on it.
This will open a new window in which the various parameters are displayed. A list of
all the parameters can also be found in the avast! program Help.

13
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avast! Internet Security includes a fully integrated firewall which can be controlled
directly from the avast! user interface.

The firewall monitors all communication between your computer and the outside
world and blocks unauthorized communication based on a number of "allow" and
"deny" rules. In this way, the firewall can prevent sensitive data from leaving your
computer and can also block attempted intrusions by external hackers.

]~

®® Jfouost e
D HELP CENTER | R SETTINGS

oWMM“R‘ ( (4 } Please use the cantrols below to set the basic parameters of the avast! firewall
b SCAN COMPUTER
:k PROTECTION STATUS: RUNNING M stop Expert Settings
’ REAL-TIME SHIELDS =~ —
F
2
- p—
() FIREWALL il —— =
| S " S— =
Firewall Settings
Network Connections HOME / LOW RISK ZONE PUBLIC / HIGH RISK ZONE
: Sode i
é |
ANTSPAM
o

& BLOCKERS Overall statistics.

%«
oxp MAINTENANCE

f ) \ WL

Show statistics history

On this page, you can adjust the firewall security settings to limit external
connections according to the environment in which the computer is being used.

Three security levels are defined:

- suitable when using your computer as part of a
home/private network. If this setting is selected, the firewall will allow all
communication with the network.

- suitable for when your computer is connected to a
wider public network, including direct connections to the internet. This is the
default setting, and if selected, the firewall will allow communication in and
out only if allowed by the “Application Rules”. If no rule has been created, you
will be asked to confirm whether or not communication with a particular
application should be allowed.

- suitable when using your computer to connect to a
public network and where you want to ensure the maximum level of security.
This is the most secure setting, and if selected, no incoming communication
will be allowed. This setting makes your computer effectively invisible to
others.

14
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You can adjust the level of security by either clicking on the relevant icon, or by
clicking on the orange slider and moving it to the left or right while holding the mouse
button down.

On this page, you can also turn off the firewall completely, either permanently or for
a specified period of time by clicking the Stop button and selecting the required
option. Click Start to turn it on again.

A screen similar to this one will also appear whenever a new network connection is
detected. You will then be able to set the level of security for the new network and
you can specify that this should be remembered so that you will not be asked again
the next time the same network is detected.

In the graph at the bottom of the page, you can see a real- time representation of
the amount of incoming and outgoing data.

Overall statistics (a)

4K

.1 M\ A A A

Bytes in A, Bytes out

Show statistics history

To see a more detailed view, click on “Show Statistics History”. On the Statistics
screen, you can view the data for the firewall, antispam filter or any of the real-time
shields over the period selected. To change the scale of any part of the graph, click
on the vertical line and drag it to the right. To return to the previous view, just click
on “Show all” and the previous view will be restored.

On the left side of the screen, you can see the other firewall options which are
described in the program help.

15
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The avast! antispam filter analyzes all incoming emails to determine whether they are
legitimate or unsolicited spam messages. Messages identified as spam will be
marked as such before being delivered to your inbox. If you are a user of Microsoft
Outlook, you can specify an alternative folder to which junk email should be moved if
it is confirmed as spam- see the next section.

©® Jefavost NTERNET SECUATY

D repcenter |, sETTinGs
The avastl anfispam mocle s used o fiter outjunk =-ml

PROTECTION STATUS: RUNNING M stop

SETTINGS
Senstiviy:  ®8  Medum
Expert Settings

ANTISPAM

CURRENT TRAFFIC (-]
& BLOCKERS

Span Protection i

Site: Blacking

i

1 Emails analzed Ay Emails marked as spam

Emsiis analyzed / marked as spam: 040 Show traffic history

By default, avast! will check all incoming emails against an online database of global
spam messages before carrying out additional heuristic and other checks to identify
other potential spam. A message will be inserted into the heading of any messages
identified as spam before they are delivered to your inbox.

You can adjust the sensitivity of the heuristic checks level by clicking on the sequence
of orange bars.

Increasing the sensitivity will increase the probability of detection, but will also
increase the probability of the occasional false positive - if you find that some
legitimate emails are being marked as spam, reducing the sensitivity should help.

Trusted email contacts can be added to the avast! antispam whitelist. Messages
from contacts on the whitelist will never be marked as spam and will be delivered
normally to your inbox. Alternatively, adding an email address to the blacklist will
ensure that emails from that particular sender will always be marked as spam. Click
on “Expert Settings” then “Whitelist” or “Blacklist” and enter the relevant address.

Finally, on the Main Settings page you can specify exactly how suspected spam
emails should be marked, e.g. ***SPAM***_ This can be used to create a rule in your
email client, for example to automatically move marked emails to another folder.

16
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The avast! antispam filter works as a plug-in to Microsoft Outlook, which means you
can control some of the features directly through Outlook.

When you open Outlook after installing avast! Internet security, you will notice some
additional options on the Outlook toolbar:

File Edit View Go Tools Acions Help

AiNew ~ | i 3 “%Reply (-&ReplytoAll () Forward FollowUp~ <jSend/Receive v [

=) Script Editor | | O] Application [T] Explorer [ Store ] Folder ¥ Item @ Misc~ | &% IMAPISession

@ispam [l Mot spam | Blacklist [ Whitelist

Re: Porada 19.2.2010 - Message (Plain Text)

{ C“': \ i DR 7
&)
v) Message Developer OutlookSpy

3 SRS s - | A3
SESESNR G A= AR T Lt g Nl - Y

Reply Reply Forward | Delete Moveto Create Other Block Not junk Follow Mark as Spam Not  Blacklist Whitelist
to All Folder~ Rule Actions~ | Sender Up~ Unread | W Select~ pam
Respond Actions Junk E-mail Options ] Find avast! Antispam

moves a message to the Junk folder specified in the avast! antispam

@ Spam
settings. By default this folder is called “avast! Junk”.
B ot coam Moves @ message out of the “avast! Junk” folder.
B Blackiist adds the sender of the message to the blacklist.
B Whiteiist adds the sender of the message to the whitelist.

To move a message to the Junk folder, it is necessary to first highlight the message,
then clicking on “Spam” will result in the message being moved. The “avast! Junk”
folder will be created automatically when needed and added to the Qutlook folders

structure.

17
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To carry out a manual scan of your computer, select the “Scan computer” tab. This
will open the “Scan Now"” screen as shown below.

Drepcenmer | R, serngs |
|

SCAN COMPLTER

Quick scan o
Sean Maw Performs a quick scan of your computer's system volume and operating memory
Boottime Scan R
Sean Logs

wy Full system scan
; Start
’ﬁ‘ Performs an in-depth scan of the system (thorough but sioveet). L4

b § More detsils v

Removable media scan
Start
: ol remavale media currerily attacher! {0 the compuler L

—— More details ¥

Select folder to scan T
(@) Performs a Ul scan of & custom folder (to b selectsd when the scan is started)
N\

More detsils ¥

Create Custom Scan

avast! Internet Security 5.0 comes with a number of pre-defined scans installed by default.

- this will perform a scan of just your system partition (normally the C:\ drive on
your computer) and will normally be sufficient to detect the majority of malware. By default,
only files with "dangerous" extensions are scanned, e.g. files with extensions such as "exe",
"com"”, "bat" etc. Only those areas at the beginning and at the end of a file, where infections
are normally found, are tested.

- This performs a more detailed scan of all your computer's hard disks.
By default, all files are scanned according to their content, in other words, avast! looks
inside every file to determine what type of file it is and whether it should be scanned. The
whole file is tested, not just those parts of the file at the beginning or at the end where
infections are normally found. This is useful if you suspect you have an infection which was
not detected by the quick scan.

- this will scan any removable media that is connected to your
computer such as USB flash drives, external hard drives etc. It will scan the media to detect
potential "auto-run” programs that may try to launch when the device is connected.

- this option enables you to scan just a specific folder or multiple
folders.

To run one of the pre-defined scans now, just click "Start". Alternatively, by clicking on
“Settings”, you can schedule the scan to be run on a regular basis, or just once at a later
date and time. The other settings screens can be used to further customize the scan, or by
clicking on “Create custom scan” you can create a new scan with all the required settings.

18
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By clicking on the "Create Custom Scan” button, you can define a completely new
scan with its own scan parameters. A new window will open, where you can create a
name for the new scan, specify which parts of your computer and which types of file
should be scanned.

,Ccinuust! Scan Settings x

Scan
Sensitivity Please use the following controls to set the basic parameters of the scan

Packers
Scan
Actions

Performance Scan Name: |[UETET e
Report file Comment: |
Exclusions
Scheduling Scan Areas
Selectthe areas t
All harddisks

(select additional areas) Ll

Add

File Types
| Scan all files

Recognize file types by their
® content ithorough but slow)

O name extension ffast)

By default, the area to be scanned is set as "All hard disks". To select a new area to
be scanned, just open the drop-down menu and select the additional area to be
scanned. To remove an area, click on it once and then click "delete". You can also
specify how avast! should recognize potentially suspicious files that should be
scanned, either by checking the file extension or by checking the actual content:

- if this is checked, avast! will look inside every file to determine what type of file it
is and whether it should be scanned.

- if this is checked, only files with extensions such as "exe", "com", "bat"
etc. will be scanned.

On this page, you can also access the other scan settings, for example, if you want
to schedule a regular scan or a scan to run just once at a specific time. You can also
exclude specific folders or files from being scanned, and define what action should be
taken in the event that a virus is detected e.g. delete the file, or move it
automatically to the virus chest.

You can also create reports of the files that were scanned and any errors that
occurred during the scan. The other settings can be used to adjust the speed and
depth of the scan.
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At the end of the scan, if the program has detected a suspicious file, the message
“Threat detected” will be displayed - see below.

2 seTTINGs

D HeLp cENTER

SCAN COMPUTER
a
Scan Now Quick scan SHOW RESULTS
% scan complete, THREAT DETECTED! T
Run time: 0:04:36
v REAL-TIME SHIELDS Tested files: 15126
Tested folders: 1694
(o FIREWALL Amount of data tested: 2.66 GB
Infected files: 1
- ANTISPAM
& BLOCKERS =
% MAINTENANCE
F&) Fullsystem scan » Start
Perforins an in-depth scan of the system (thorough but slowe
E S ! ! More details ¥
Removable media scan » Start
&= son le media currently attached to the computer i
@) Sciect folderto scan » Start
Create Custom Scan

To see more information about the suspicious file and the available options, click on
“Show Results”.

You will then see a list of the files which avast! considers suspicious and you will be
able to specify what action to take in respect of each one, e.g. Delete, Move to virus
chest etc. Once you have specified the action to be taken, click “Apply”.

The RECOMMENDED OPTION is to move the file to the . This is a special
quarantine area which can be used to safely store infected or suspicious files until
you decide it is safe to delete it. Files stored here cannot cause damage to your
other files or your computer. Here it can possibly be repaired before moving it back to
its original location.

By default, suspicious files which are detected by the real-time shields are moved to
the virus chest automatically.

You can view the scan results again at any time by going to the “Scan Logs” section
then selecting the scan that you wish to review.
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Any antivirus program is only as good as its database of known virus definitions. This
is what the program uses to identify threats to your computer, which is why it is
important to ensure the virus definitions are regularly updated.

By default, avast! is set to update both the engine and virus definitions automatically
whenever a new version is available. To check that the engine and virus definitions
are set to “Automatic update”, click on “Settings” then “Updates”.

In the Maintenance tab, if you click on “Update”, you can check the current version of
both the “Update engine and virus definitions” and the “Program”.

X
D ree cenmer, | R, sETTINGS

® s vialto shways kesp your security software up-ta-date. Yhie avastis pre-set to update automatically, you can also cortral the
@ ®  updates manualy

J Update engine and virus definitions

Current version: 091208-0
Release dats: 121812009 200106 AM
Humber of definfions: 2,016,500
The actual numker of makware samples that avast! can detect is much higher, 6= & single virus defintion can identify tens, hundreds, o even
thousands of uniue samples

(6 FIREVYALL

- Last update attempt: 3 minutes ago

MAINTENANCE

Upcate.

Subscription

J» Update Program
Virus Chest

About avast Currert version:  5.0.270

The “engine” is the part of the program that scans your computer for potential
threats based on the virus definitions. The “program” means what you can see - the
user interface which is used to control what the program does.

You can manually update either by clicking on the green arrow. Note that clicking on
“Update Program” automatically updates both the program and the program engine
and virus definitions.
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Thank you for choosing avast!
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